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Visibility-Aware Optimal Contagion of Malware Epidemics
Soheil Eshghi, Saswati Sarkar, and Santosh S. Venkatesh

Abstract—Recent innovations in the design of computer viruses
have led to new trade-offs for the attacker. Multiple variants of a
malware may spread at different rates and have different levels
of visibility to the network. In this work we examine the optimal
strategies for the attacker so as to trade off the extent of spread of
the malware against the need for stealth. We show that in the mean-
field deterministic regime, this spread-stealth trade-off is optimized
by computationally simple single-threshold policies. Specifically,
we show that only one variant of the malware is spread by the
attacker at each time, as there exists a time up to which the attacker
prioritizes maximizing the spread of the malware, and after which
she prioritizes stealth.

Index Terms—Computer virus, inter-node, malware.

I. INTRODUCTION

Malware (i.e., viruses, worms, trojans, etc.) has been a prominent
feature of computer networks since the 1980’s [1], and has evolved
with the growing capabilities of computing technology. More recently,
the focus has shifted to more “surgical” strikes where visibility is
highly undesirable, as awareness can lead the intended target to cease
communication (e.g., by quarantining the targets) [2]–[6]. Thus there is
a new critical trade-off for the attacker—to ensure maximum damage
while minimizing visibility to the defender.

Malware spreads from one computing device to another when there
is a communication opportunity between the devices. In networks,
both wired and wireless, inter-node communication can be visible to
the network administrator, and can serve as a way of detecting the
presence of malware before its function is fully understood. However,
the attacker also has a conflicting onus to ensure the rapid propagation
of her program, as the exploit(s) that the malware targets will be noticed
and patched in due course. Thus, an attacker will seek to minimize her
communication footprint while still trying to ensure the timely spread
of the malware.

In particular, we consider the case where two variants of a single
emerging malware spread in a network that is unaware of their exis-
tence. One spreads aggressively in every contact, and is thus visible
to the network due to its communications, while the other, passive,
variant does not spread subsequent to infecting a node. We assume
that the network cannot determine the infection state of any particular
node and does not have patches to remedy the attack, but can detect
an attack by looking at the unusual communication patterns resulting
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from malware spread at a network scale. The natural question that
arises is to characterize the structure of the optimal malware variant
mix that the attacker will spread at each instant depending on their goal
structures and the communication mechanisms that they may have at
their disposal. This is an imperative first step to devising remedies for
such attacks.

A. Problem Description

We consider a network under attack by these two variants of a
malware. Depending on their infection status, nodes can be divided
into 4 groups: Germinators (G), Susceptibles (S), Zombies (Z), and
Passives (P):

1) Germinators (G), the only nodes under the attacker’s direct con-
trol, are a fixed (potentially very small) fraction of nodes. Germinators
are the only nodes that can choose how to interact with susceptibles
and zombies depending on the goal of the attacker: at each encounter
with a susceptible, they decide whether to turn it into a zombie or a
passive, or to leave it as a susceptible. They damage the network by
executing malicious code but are visible to the network due to their
communications.

2) Susceptibles (S) are nodes that have not received any variant of
the malware. Upon receipt of the malware from germinators, they can
turn into zombies (Z) or passives (P ). Upon receipt of the malware
from zombies, they will turn into zombies (Z).

3) Zombies (Z) have received the aggressive malware variant and
upon meeting a susceptible, will turn into a zombie. They damage the
network by executing malicious code, and are visible to the network due
to their communications. In the augmentation in § III-B, the additional
mechanism of halting can turn zombies into passives.

4) Passives (P) have received the passive variant of the malware, and
will not propagate it any further, making them invisible to the network.
They damage the network by executing malicious code.

We assume that all nodes mix homogeneously (i.e., contacts between
nodes are independent and exponentially distributed) with rates that
only depends on the infection states of the two nodes. This abstraction
simplifies the interaction model for analysis in the population limit.

In these models, the attacker controls the mixture of zombie and
passive malware variants through the germinators under its direct con-
trol. Whenever a germinator meets a susceptible, based on the control
chosen by the attacker, it spreads either the zombie or passive variant
of the malware to the susceptible, or leaves it as it is. In the dynamics
in § IV-B, the germinator has an additional controlled mechanism of
action, whereby upon meeting a node with the zombie variant of the
malware, it can replace the variant with the passive one (a “halting”
mechanism). These controls are assumed to be piecewise continuous,
but they can take any value between zero and one, which determines
the percentage of relevant interactions for which the specified action
happens.

Later, we also investigate the effect of defense strategies on the opti-
mal spread of malware variants (§ III-C). In these defense strategies, the
defender limits the effective contacts of nodes using a pre-determined
function of malware visibility (which changes over time) as a means
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to limit the spread of malware. We consider two classes of network
defense functions: affine and sigmoid. These defense strategies, how-
ever, come at the cost of stopping legitimate communication within the
network. This is akin to choosing the communication ranges of nodes
as a decreasing function of the visibility of the malware, which is a
form of quarantine.

We allow the attacker to choose the malware spreading controls so
as to maximize a measure of overall damage (described in § III-E). We
first consider a damage function that depends on a) malware efficacy,
which is a function of the aggregate number of zombies and passives,
and b) malware visibility, which is a function of the number of zombies
(for the models in § III-A and § III-B). Then, we consider a damage
function where malware efficacy is the attacker’s only direct concern,
and is thus the damage function to be maximized, for the case where
visibility is built into the network dynamics through a network defense
policy which is a function of the fraction of zombies (as in the model
in § III-C).

B. Results

We then derive necessary structures for optimal solutions for each
of the cases, using Pontryagin’s Maximum Principle and custom argu-
ments constructed for each case (in § IV). We show that the attacker’s
optimal strategy in all of these models is for the germinators to spread
only one variant of the epidemic at each time: the germinators will
create zombies up to a certain threshold time, and then only create pas-
sives (including by halting zombies) from then on. That is, the optimal
controls are bang-bang (i.e., only taking their minimal and maximum
values) with only one jump.

It is interesting to note that in each of the variations we consider,
our analysis reveals that all the controls in each model have the same
threshold, a fact that is not at all clear a priori. Thus the entire control
space can be described by one time threshold. This structure is invalu-
able for deriving the optimal controls computationally (by solving the
scalar optimization problem with the state ODEs mapping the variable
to the damage objective). Furthermore, the controls are deterministic
and easy to implement as the germinators need to be programmed with
just one time instant for all of their controls.

II. LITERATURE REVIEW

The key distinction between the control of biological epidemics [7]–
[11] and that of malware ones is that in malware epidemics the attacker
can also decide to use her resources optimally and to adapt to foresee
the response of the defender. Within the majority of malware epidemic
models, e.g., [12]–[18], the spread of only one malware has been ex-
amined, while we focus on the case where two variants are spreading in
conjunction with each other. Furthermore, in these papers it is assumed
that the attacker’s sole aim is to maximize the spread of the malware,
which is no longer the case for the emerging class of surgical malware
such as Regin [2] and Stuxnet [3] or malware designed for continuous
stealthy operation like Bitcoin mining botnets [19].

Among the work on the control of a single-type/variant of malware
(and the closely related literature on the spread of a message in Delay
Tolerant Networks [20], [21] and the spread of a rumor [22]), the closest
work to this topic (in terms of approach and spreading models) was
in two papers [18], [23]. In both papers, however, the authors assume
that the malware can control the transmission range of infected nodes
and patching is the major defense of the network and starts as soon as
the epidemic spreads. Furthermore, the adaptive defense model and the
results on the simultaneity of 3 optimal control switching times for the
halting model are without precedent in the literature.

Fig. 1. The blocks represent the 4 states of nodes with regard to the
malware. The solid black lines show the dynamics in § III-A with the
transition rates super-imposed. The green arrows point from each source
of malware to the resulting transition. The dotted red lines show the
additional halting action in § III-B. The model in § III-C has the same
dynamics as the solid black lines, but with β being a function of Z (i.e.,
β(Z)).

III. SYSTEM MODEL AND OBJECTIVE FORMULATION

In this section we model the spread of malware in a homogeneous
network with random contacts. This can be the case where malware
spreads among mobile devices with proximity-based communication,
or where random contacts in an address-book are utilized. The virus
propagates in the network between times 0 and T . We represent the
fraction of susceptible, germinator, zombie, and passive nodes at time
t with S(t), G(t), Z(t), and P (t) respectively, and assume that they
are differentiable functions of time. We assume that for any pair of
states, the statistics of meeting times between all pairs of nodes of
those two states are identical and exponentially distributed, where the
mean is equal to the homogeneous mixing rate of those two states.
It has been shown [24], [25, p.1] that the resulting evolution of such
a set of state fractions (where state transitions occur according to a
Poisson contact process) will converge pathwise to the solution of a
set of ordinary differential equations derived from the dynamics in the
population limit (i.e., in the mean-field) on any limited time period (in
particular, including the transient phase).

We describe the state dynamics of such systems as an epidemic for
the cases where: 1) germinator agents can only interact with susceptible
agents (§ III-A), 2) germinator agents can also interact with zombies
as well (§ III-B), and 3) effective network contact rates are a function
of the infection spread, mirroring the response of a network defender
(§ III-C) (Fig. 1). We state and prove a key observation about all these
dynamics (§ III-D). We next formulate the aggregate damage of attack
efficacy and the ensuing visibility (§ III-E). Finally, we lay out the
optimization problem in § III-F.

A. SGZP Model With No Halting

The attacker can spread the malware in two ways: 1- upon encounter-
ing a susceptible, she can, through the control variable uZ (t), turn that
susceptible node into a zombie, i.e., one that will henceforth propagate
that infection to susceptibles it meets. 2- upon encountering a suscep-
tible, she can, through the control variable uP (t), turn that susceptible
into a Passive, P . These control variables—(uZ , uP ) ∈ U , where U
is the set of piecewise continuous controls—can be thought of as the
probabilities that an interaction of a germinator and a susceptible at
time t will lead to the susceptible becoming a zombie and a passive
respectively. To maintain such a probabilistic intuition, we constrain
their sum to be less than one.

Ṡ = −βGS(uP + uZ ) − γβZS (1a)

Ż = βGSuZ + γβZS (1b)

Ṗ = βGSuP (1c)
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uP + uZ ≤ 1 (2a)

0 ≤ uP ≤ 1 0 ≤ uZ ≤ 1 (2b)

Here, β is the mixing rate between S and G (which the attacker can
calculate using time averages of contact times), and γβ is the mixing
rate between Z and S (with γ > 0). Thus, γ is the relative secondary
rate of spread of the malware. We consider all values of the parameter
γ, with an associated trade-off: if γ is high, the zombies spread fast
and increase visibility, while if γ is low, the malware does not spread
to cause significant damage.

B. SGZP Model With Halting

This model is akin to the previous one, with one more mechanism
added: germinator nodes (G) can force a zombie (Z) to become passive
(P) through a process we will call “halting”. This happens through
another control variable uh , which, in keeping with the intuition, can
be thought of as the probability of halting encountered zombies at
each instant. Again, we take (uZ , uP , uh ) ∈ U′, where U′ is the set of
piecewise continuous controls. The system dynamics become:

Ṡ = −βGS(uP + uZ ) − γβZS (3a)

Ż = βGSuZ + γβZS−πβGZuh (3b)

Ṗ = βGSuP + πβGZuh , (3c)

with 0 < π ≤ 1 signifying the extent to which the zombies can be
stopped when encountered by the original germinators. The constraints
now become:

uP + uZ ≤ 1 (4a)

0 ≤ uP ≤ 1, 0 ≤ uZ ≤ 1, 0 ≤ uh ≤ 1. (4b)

C. SGZP Model With No Halting and Adaptive Defense

Instead of allowing a constant rate of interactions β, the network
defender can choose the effective mixing rate β to be a function of the
fraction of zombies as her defense policy (β(Z)). In these policies, the
network defender regulates the rate of contact between nodes based
on the illicit communication detected, a function of the number of
zombie nodes. The network can implement a quarantine defense policy,
captured by β(Z), which will be a function of likelihood the malware
is detected, and which will decrease the spread of the malware.

We consider the system dynamics described in the no-halting model,
and adapt them accordingly:

Ṡ = −β(Z)GS(uP + uZ ) − γβ(Z)ZS (5a)

Ż = β(Z)GSuZ + γβ(Z)ZS (5b)

Ṗ = β(Z)GSuP (5c)

The controls available are also the same as those in (2). In particular,
they are still assumed to be piecewise continuity.

We consider two classes of β(Z) functions: 1) Affine functions
(gradual throttling): β(Z) = −aZ + βm ax for 0 ≤ a ≤ βm ax . If
a = 0, this simplifies to the constant β case. 2) Exponential sig-
moids (threshold throttling): β(Z) = β0/(1 + eα (Z −Z t h ) ), with 0 <
Zth < 1 being a fixed threshold and α > 0 denoting the sharpness
of the cut-off. As α increases, β(Z) can become arbitrarily close to
β(Z) = β01Z ≤Z t h

, an all-or-nothing policy. The network never shuts
down due to infection (β(Z) > 0 for all Z) and more visibility leads
to more restrictions from the network dβ (Z )

dZ
≤ 0 for all Z . In mobile

epidemics, this is equivalent to nodes decreasing their communication
range upon the detection of an infection, e.g. as in [26].

D. Key Observations

Theorem 1: For a system with the mechanics described in ei-
ther § III-A, § III-B, or § III-C, with initial conditions S(0) =
S0 > 0, G(0) = G0 > 0, Z(0) = Z0 ≥ 0, and P (0) = P0 ≥ 0, and
S0 + G0 + Z0 + P0 = 1, and with piecewise continuous controls uP ,
uZ (and in (3), uh ), the dynamical systems (1), (3), and (5) have unique
state solutions (S(t), G(t), Z(t), P (t)), with S(t) > 0, Z(t) ≥ 0,
P (t) ≥ 0, and (S + G + Z + P )(t) = 1 for all t ∈ [0, T ].

This follows from standard results in the theory of ordinary differ-
ential equations [27, Theorem A.8, p. 419] and derivative bounding
arguments (see [28]).

E. Utility Function

As we discussed, the attacker tries to maximize attack efficacy while
minimizing visibility. We capture efficacy as a function f (·) of the ag-
gregate number of zombies (Z) and passives (P ) at each time instant.
Meanwhile, visibility is only a function of zombies that re-spread the
malware, as that is the only time the malware is detectable. We can
capture instantaneous visibility as a function g(·) of the number of
zombies at that instant. While the attacker cannot in general measure
the malware’s visibility, she can choose g(·) based on how detrimen-
tal detection would be for her purposes. This leads to the following
aggregate damage function that the attacker seeks to maximize:

J =
∫ T

0
(f (Z(t) + P (t)) − g(Z(t))) dt. (6)

We have some natural assumptions on f (.) and g(.): f (0) = g(0) =
0, with dg (Z )

dZ
> 0 and ∂ f (Z +P )

∂ Z
= ∂ f (Z +P )

∂ P
> 0.

We assume that f (x) is concave, which means that incremental
damage does not increase as the number of infected agents increases
[i.e., the pay-off per infected agent decreases].

In § IV-A: We assume g(x) is convex. This means that an increment
in the zombies is costlier (results in more visibility) when the infection
is already more visible.

In § IV-B: We simplify g to be linear, g(x) = kg x, kg > 0.
In § IV-C: We set g(x) ≡ 0, as the effects of visibility have been

built into the network dynamics through β(Z).

F. Problem Statement

In § IV-A and § IV-C, the attacker seeks to choose controls
(uZ , uP ) ∈ U satisfying (2) so as to maximize J (6), while in § IV-B,
she seeks to maximize J (6) through a choice of (uZ , uP , uh ) ∈ U′

that satisfies (4).

IV. STRUCTURAL RESULTS

Using Pontryagin’s Maximum Principle and custom arguments spe-
cific to each case, we obtain the one-jump bang-bang structure of the
optimal controls for the various cases in § III-A, § III-B, and § III-C.
We provide the proof for § IV-A in the main text (§ IV-D) and the one
for § IV-C in §Appendix A. The proof for § IV-B is similar to § IV-D
(see [28]).

A. Results for the No Halting Model

Theorem 2: Any optimal control in U will satisfy

uP (t) =

{
0 t ∈ [0, t∗)

1 t ∈ (t∗, T )
uZ (t) =

{
1 t ∈ [0, t∗)

0 t ∈ (t∗, T )

for some t∗ ∈ [0, T ).
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This result means that for any optimal control, there exists a time
threshold t∗ such that prior to t∗, the germinators convert all the sus-
ceptibles they encounter to zombies, and subsequent to it they convert
the susceptibles to passives.

B. Results for the Halting Model

Theorem 3: Any optimal control in U′ will satisfy

uP (t) = uh (t) =

{
0 t ∈ [0, t∗)

1 t ∈ (t∗, T )
uZ (t) =

{
1 t ∈ [0, t∗)

0 t ∈ (t∗, T )

for some t∗ ∈ [0, T ), except in the case where Z(t) = 0 for all t ∈
[0, T ], in which case uh can be arbitrary with the other two structures
holding.

This means that there exists a time threshold t∗ such that prior to
t∗, the germinators again convert all the susceptibles they encounter
to zombies while not halting any zombies they meet, and subsequent
to it they convert both the susceptibles and zombies they encounter to
passives. Here, the added halting control can be used to slow the spread
of zombies.

The proof of this result (see [28]) follows the same steps as the proof
methodology in § IV-D, with an additional analytical argument for uh

changing at t∗.

C. Results for the Adaptive Defense Model

Theorem 2 holds (with the difference that t∗ ∈ [0, T ]) for constant,
affine, and sigmoid β(Z). This is remarkable given that here, β changes
as a function of Z . This result is proved in §Appendix A.

D. Proof of Theorem 2 for the No Halting Model

Proof: This proof utilizes the necessary conditions for an optimal
control derived from Pontryagin’s maximum principle. In particular, we
explicitly characterize the optimal controls as functions of the optimal
states and co-states (akin to Lagrange multipliers). Subsequently, we
start at terminal time, where the co-states are known, and follow their
evolution backward in time till we arrive at the initial time, thereby
implicitly characterizing the necessary structure of the optimal controls.

Define continuous co-states (λS , λP , λZ , λ0 ) such that at points of
continuity of the controls:

λ̇S = β[(λS − λP )GuP + (λS − λZ )GuZ + (λS − λZ )γZ ]

λ̇Z = −f ′(Z + P ) + g′(Z) + (λS − λZ )γβS

λ̇P = −f ′(Z + P ), (7)

with final co-state constraints:

λS (T ) = λZ (T ) = λP (T ) = 0. (8)

Towards characterizing properties of optimal solutions, we define
the Hamiltonian as:

H(t) := λ0 (f (Z + P ) − g(Z)) + (λP − λS )βGSuP

+ (λZ − λS )βGSuZ + (λZ − λS )γβZS. (9)

Pontryagin’s Maximum Principle [27, p.182] states any optimal control
vector u∗ must satisfy these necessary conditions:

(λS (t), λP (t), λZ (t), λ0 ) �= �0 ∀t∈[0 ,T ] , λ0 ∈ {0, 1}, (10)

∀u∈U , t∈[0 ,T ] H(S∗, Z∗, P ∗, u∗, λS (t), λP (t), λZ (t), λ0 , t)

≥ H(S∗, Z∗, P ∗, u, λS (t), λP (t), λZ (t), λ0 , t). (11)

But if λ0 = 0, (10) is violated at t = T , so λ0 = 1.

1) Structure of the Optimal Control: If we define:

ϕP = (λP − λS )βGS (12a)

ϕZ = (λZ − λS )βGS, (12b)

then, the Hamiltonian becomes:

H(t) = f (Z + P ) − g(Z) + ϕP uP + ϕZ uZ

+ (λZ − λS )γβZS. (3)

The maximization of the Hamiltonian (11), added to the sum con-
straints for the controls (2a), leads to the following optimality condi-
tions for the controls:1

(uP , uZ ) =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

(0, 0) ϕP < 0, ϕZ < 0 (14a)

(1, 0) ϕP > 0, ϕP > ϕZ (14b)

(0, 1) ϕZ > 0, ϕZ > ϕP (14c)

(?, ?) ϕZ = ϕP ≥ 0 (14d)

(?, 0) ϕP = 0, ϕZ < 0 (14e)

(0, ?) ϕZ = 0, ϕP < 0 (14f)

From (12) and the state (1) and costate (7) evolution equations and
after some manipulations, we have:2

ϕ̇P = β[GuZ (ϕZ − ϕP ) + γZ(ϕZ − ϕP ) − GSf ′(Z + P )]

ϕ̇Z = β[GS(g′(Z) − f ′(Z + P )) + GuP (ϕP − ϕZ ) − γSϕZ ]
(15a)

ϕ̇P − ϕ̇Z = −(ϕP − ϕZ )(βGuZ + γβZ + βGuP )

−βGSg′(Z) + γβSϕZ , (15b)

2) Proof Methodology Outline: From here on, we will use the
necessary optimality conditions to obtain timing conditions for phase
transitions among the conditions in (14). We show that a time t∗ exists
such that, for t ∈ (t∗, T ), we have uP (t) = 1 and uZ (t) = 0 (§ IV-
D3). If t∗ = 0, we have finished characterizing optimal controls. If not
(i.e., t∗ > 0), we prove that a time t′′ exists such that for t ∈ (t′′, t∗),
we have uP (t) = 0 and uZ (t) = 1 (in § IV-D4). Finally, we show that
t′′ must be equal to zero (in § IV-D5), leading to all possible optimal
controls agreeing with the structure laid out in Theorem 2.

3) Time Interval Leading Up to T and the Exis-
tence of t∗: We now follow the evolution of ϕZ and ϕP for
a time interval leading to T in order to characterize neces-
sary conditions for the optimal controls and to prove the ex-
istence of t∗. From the terminal time costate conditions (8):
ϕP (T ) = ϕZ (T ) = 0, ϕ̇P (T −) = −f ′((Z + P )(T −))βGS(T −) <
0, ϕ̇P (T −) − ϕ̇Z (T −) = −βGS(T −)g′(Z(T −)) < 0. Therefore,
ϕP (t) > max{ϕZ (t), 0} for some interval leading up to T due to
the continuity of the states and costates and using the definition of a
left derivative. Let (t∗, T ) be the largest interval over which this holds
for t ∈ (t∗, T ) for some t∗ < T , leading to the fact that for all such t,
uP (t) = 1 and uZ (t) = 0 due to (14b).

For t ∈ (t∗, T ), (15) becomes:

ϕ̇P = −βGSf ′(Z + P ) + γβZ(ϕZ − ϕP ) (16a)

ϕ̇Z = βGS(g′(Z) − f ′(Z + P )) + βG(ϕP − ϕZ ) − γβSϕZ

ϕ̇P − ϕ̇Z = γβSϕZ − (ϕP − ϕZ )(γβZ + βG)−βGSg′(Z).
(16b)

1 The question marks (?) denote singular controls, where the control has no
effect on the Hamiltonian maximizing condition of the PMP on an interval.

2 g ′(Z) := dg (Z )
dZ , f ′(Z + P ) := ∂ f (Z +P )

∂ Z = ∂ f (Z +P )
∂ P
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Recall that ϕP (t) > 0 for t ∈ (t∗, T ), so due to continuity, we either
have ϕP (t∗) > 0 or ϕP (t∗) = 0. We now rule out ϕP (t∗) = 0. If
ϕP (t∗) = 0, Rolle’s Mean Value Theorem [29, p. 215] applies over the
interval (t∗, T ): as ϕP (t∗) = ϕP (T ) = 0 and ϕP is continuous and
differentiable over this interval, there must exist τ ∈ (t∗, T ) such that
ϕ̇P (τ ) = 0. However, from (16a), it can be seen that ϕ̇P (t) < 0 for
t ∈ (t∗, T ), a contradiction. Therefore, ϕP (t∗) > 0.

Thus, either t∗ = 0 or ϕZ (t∗) = ϕP (t∗). If t∗ = 0, due to (14b),
we have uP (t) = 1 and uZ (t) = 0 for all t which agrees with the
structure in Theorem 2, so henceforth we focus on the case where
ϕZ (t∗) = ϕP (t∗) > 0.

First, we derive a property that will prove useful later on. We have
Ż(t) ≥ 0 from (1b) and Theorem 1, and thus due to the convexity of
g(·) for t < t∗:

Gg′(Z(t∗))
γ

≥ Gg′(Z(t))
γ

. (17)

Next, Z(t∗) can either be equal to zero or strictly positive. We first
show that if Z(t∗) = 0, the structure holds.

If Z(t∗) = 0, we have Ż = γβSZ for t ∈ (t∗, T ) as uZ (t) = 0 in
this interval. Consider M1 > 0 to be an upper-bound on the continuous
γβS in this interval, so we must have Z(t) ≤ Z(t∗)eM 1 (t−t∗) = 0, and
therefore Z(T ) = 0 due to continuity and the uniqueness of solutions
of first-order initial value problems. Thus, as Ż ≥ 0 for t ∈ (0, T ), we
must have Ż = 0 over this interval, which from (1b) and Theorem 1
leads to uZ (t) = 0 for t ∈ (0, T ) and Z0 = 0. This also means that
from (16a), ϕ̇P (t) = −βGSf ′(Z + P ) < 0 in this interval, leading to
ϕP (t) > ϕP (T ) = 0, and from (14), to uP (t) = 1 over this interval.
Thus, again t∗ = 0, agreeing with the structure predicted by Theorem 2.
So from now on we will consider Z(t∗) > 0.

Now, we examine g′(Z(t∗)) − f ′((Z + P )(t∗)), noting that it can
either be positive or strictly negative, and investigate both cases in turn.

If g′(Z(t∗)) − f ′((Z + P )(t∗)) ≥ 0, then g′(Z(t)) − f ′((Z +
P )(t)) ≥ 0 for all t ∈ (t∗, T ). This is because from (1), Ṗ (t) + Ż(t) ≥
0 and Ż(t) ≥ 0 over this interval, which coupled with the convexity
of g(·) and −f (·) in their arguments gives the aforementioned result.
From (16b) and the definition of t∗, ϕ̇Z > −γβSϕZ ≥ −M2ϕZ in
this interval, with M2 > 0 being an upper-bound on γβS. Therefore,
ϕZ (t∗) ≤ ϕZ (T )e−M 2 (t∗−T ) = 0 due to an integral argument, which
means that ϕP (t∗) > 0 ≥ ϕZ (t∗). Note that this would contradict the
starting assumption of this segment, which was ϕP (t∗) = ϕZ (t∗)

Therefore, from here on we will examine the case of g′(Z(t∗)) <
f ′((Z + P )(t∗)).

4) Time Interval Leading Up to t∗> 0 and the Existence of
t′′: We now look at the evolution of ϕZ and ϕP for a time interval
leading to t∗ > 0, and show that t′′ exists such that t for t ∈ (t′′, t∗), we
have uP (t) = 0 and uZ (t) = 1. Furthermore, in these cases we showed
ϕZ (t∗) = ϕP (t∗), Z(t∗) > 0, and g′(Z(t∗)) < f ′((Z + P )(t∗)). At
such a point t∗, from (15a) and the continuity of the states and co-states:

(ϕ̇P (t∗+ ) − ϕ̇Z (t∗+ )) = βS(t∗)[γϕZ (t∗) − Gg′(Z(t∗))]. (18)

Now, (18) should be positive, because if this derivative was strictly
negative, the definition of the right-derivative would show that ϕZ (t) >
ϕP (t) for t in an interval starting from t∗, a contradiction. Because from
Theorem 1, S(t∗) > 0, so βS(t∗)[γϕZ (t∗) − Gg′(Z(t∗))] ≥ 0 and:

ϕZ (t∗) ≥ Gg′(Z(t∗))
γ

. (19)

Now, we can see from a continuity argument on (15a) (given that
ϕZ (t∗) = ϕP (t∗) > 0) that ϕ̇Z (t∗−) < 0. Thus ϕZ (t) > ϕZ (t∗) for
some interval leading up to t∗ due to the definition of a left-derivative.

From (15a), (17), and (19), we must have: ϕZ (t) > G g ′(Z (t))
γ

for t in some interval leading up to t∗. Let (t′, t∗) be the maxi-
mal such interval. In this interval, from (15b), ϕ̇P − ϕ̇Z > −(ϕP −
ϕZ )(γβZ + βG) ≥ −M3 (ϕP − ϕZ ), where M3 > 0 is an upper-
bound on the continuous expression γβZ + βG. So for any t in this in-
terval, (ϕP (t) − ϕZ (t)) < (ϕP (t∗) − ϕZ (t∗))e−M 3 (t−t∗) = 0. Thus,
ϕP (t) < ϕZ (t) for t ∈ (t′, t∗). As ϕZ (t∗) > 0, due to the continuity
of the states and co-states, there exists a maximal interval (t′′, t∗) such
that ϕZ (t) > max{ϕP (t), 0}. Following from (14c), for t ∈ (t′′, t∗)
we must have uP (t) = 0 and uZ (t) = 1.

5) Proof That t′′= 0: If t′′ = 0, the above concludes our specifi-
cation of the structure, which agrees with Theorem 2. Thus, henceforth
we assume t′′ > 0, and thus either ϕZ (t′′) = ϕP (t′′) or ϕZ (t′′) = 0.

For t ∈ (t′′, t∗), (15) becomes:

ϕ̇P = β[−GSf ′(Z + P ) + G(ϕZ − ϕP ) + γZ(ϕZ − ϕP )]

ϕ̇Z = β[GS(g′(Z) − f ′(Z + P )) − γSϕZ ]

ϕ̇P − ϕ̇Z = β[γSϕZ − (ϕP − ϕZ )(G + γZ) − GSg′(Z)], (20a)

Now, for t ∈ (t′′, t∗), g′(Z(t)) − f ′((Z + P )(t)) < g′(Z(t∗)) −
f ′((Z + P )(t∗)) < 0. This is because Ż(t) > 0 as uZ (t) = 1, and
Ṗ (t) = 0 as uP (t) = 0, so g(·) − f (·) is convex in the strictly in-
creasing Z in this interval. So from (20a), ϕ̇Z < −γβSϕZ ≤ −M4ϕZ

with M4 > 0 being the upper-bound of the continuous γβS, and there-
fore for all t ∈ (t′′, t∗), ϕZ (t) ≥ ϕZ (t∗)e−M 4 (t−t∗) , and therefore by
continuity, ϕZ (t′′) ≥ ϕZ (t∗)e−M 4 (t ′′−t∗) . Thus, we can conclude that
ϕZ (t′′) > 0, as ϕZ (t∗) > 0.

So for t′′ > 0, we must have ϕP (t′′) = ϕZ (t′′). In this case,
(ϕ̇P (t′′+ ) − ϕ̇Z (t′′+ )) ≤ 0, as if it is strictly positive, an integral argu-
ment will lead to a contradiction with ϕP (t) < ϕZ (t) for t ∈ (t′′, t∗).
From Theorem 1, S(t′′) > 0, and using the continuity of the states and
co-states, (20a) becomes:

ϕ̇P (t′′+ ) − ϕ̇Z (t′′+ ) = βS(t′′)[γϕZ (t′′) − Gg′(Z(t′′))] ≤ 0

⇒ ϕZ (t′′) ≤ Gg′(Z(t′′))
γ

, (21)

We know that for all t ∈ (t′′, t∗), g′(Z(t)) − f ′(Z + P (t)) < 0, so
from (20a), ϕ̇Z (t) < −γβSϕZ < −M5ϕZ < 0, where M5 > 0 is an
upper-bound on the continuous γβS. Thus,

ϕZ (t′′) > ϕZ (t∗). (22)

But (17), (21), and (22) lead to ϕZ (t∗) < G g ′(Z (t∗))
γ

, which con-
tradicts (19). Thus t′′ = 0, and this concludes our specification of the
structure of the optimal controls which conform to the structure set out
in Theorem 2. �

V. FUTURE DIRECTIONS

The current work is an abstraction of practical cybersecurity prob-
lems mainly due to the homogeneous mixing assumption. Another
possible direction is to look at the optimal control of such an epidemic
in sub-populations with differentiating characteristics (e.g., location,
contact rate) as a way to relax the homogeneous mixing assumption
(e.g., by following the roadmap in [20]). Such a generalization would
better model Stuxnet in particular, with the goal being to maximize the
number of infected agents in a particular region, while minimizing the
total number of detectable zombies.
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APPENDIX A
PROOF OF THEOREM 2 FOR ADAPTIVE DEFENSE MODEL

As before, define the continuous co-states (λS , λP , λZ , λ0 ) such that
at points of continuity of the controls:

λ̇S = β(Z)[(λS − λP )GuP + (λS − λZ )(GuZ + γZ)]

λ̇Z = − λ0f
′(Z + P ) + (λS − λZ )γβ(Z)S

+ β ′(Z)[(λS − λP )GSuP + (λS − λZ )GSuZ

+ (λS − λZ )γZS]

λ̇P = − λ0f
′(Z + P ), (23)

with final co-state constraints:

λS (T ) = λZ (T ) = λP (T ) = 0. (24)

To characterize optimal controls, we define the Hamiltonian:

H(t) := λ0f (Z + P ) + (λP − λS )β(Z)GSuP

+ (λZ − λS )β(Z)GSuZ + (λZ − λS )γβ(Z)ZS (25)

Pontryagin’s Maximum Principle [27, p.182] gives us the following
necessary conditions for optimality for an optimal control vector u∗:

(λS , λP , λZ , λ0 ) �= �0, λ0 ∈ {0, 1}, (26)

∀u∈U , t∈[0 ,T ] H(S∗, Z∗, P ∗, u∗, λS (t), λP (t), λZ (t), λ0 , t) ≥
H(S∗, Z∗, P ∗, u, λS (t), λP (t), λZ (t), λ0 , t). (27)

But if λ0 = 0, (λS (T ), λP (T ), λZ (T ), λ0 ) = �0, a contradiction, so
λ0 = 1.

A. General Structure of the Optimal Control

If we define:

ϕP = (λP − λS )β(Z)GS (28a)

ϕZ = (λZ − λS )β(Z)GS, (28b)

then, the Hamiltonian becomes:

H(t) = f (Z + P ) + ϕP uP + ϕZ uZ + (λZ − λS )γβ(Z)ZS.

The maximization of the Hamiltonian (27), added to the sum con-
straints for the controls (2a), leads to (14) as the optimality conditions
for the controls:

ϕZ (t) > 0 or ϕP (t) > 0 ⇒ uP (t) + uZ (t) = 1, (29)

as if that is not true, we can add to the instantaneous value of H(t) by
adding to either uP (t) or uZ (t), a contradiction with the Hamiltonian
maximization condition (27).

From (28) and the state (5) and costate (23) evolution equations and
after some manipulation, we have:

ϕ̇P = − β(Z)GSf ′(Z + P ) + β ′(Z)SϕP [GuZ + γZ ]

− (ϕP − ϕZ )β(Z)[GuZ + γZ ] (30a)

ϕ̇Z = − β(Z)GSf ′(Z + P ) − ϕP GuP β ′(Z)S

− ϕZ β(Z)γS + (ϕP − ϕZ )β(Z)GuP , (30b)

ϕ̇P − ϕ̇Z = − (ϕP − ϕZ )β(Z)[G(uZ + uP ) + γ(Z + S)]

+ ϕP S
[
γβ(Z) + β ′(Z)[G(uZ + uP ) + γZ ]

]
(30c)

Again, the proof follows the outline laid out in § IV-D2 (i.e., proving
the existence of t∗ and t′, which are, however, defined differently,
and proving t′ = 0 for t∗ > 0), with the difference that the algebraic
expressions for ϕ̇Z and ϕ̇P , and therefore all subsequent analytical
arguments, will change.

1) Time Interval Leading Up to T and the Existence of
t∗: We follow the evolution of ϕZ and ϕP for a time interval leading
to T and prove the existence of t∗ such that we have uP (t) = 1, and
uZ (t) = 0 for all t ∈ (t∗, T ).

From the terminal time costate conditions (24) and their directional
derivatives (30), we have:

ϕP (T ) = ϕZ (T ) = 0, (31a)

ϕ̇P (T −) = ϕ̇Z (T −) = −β(Z)GSf ′(Z + P ) < 0. (31b)

So, due to continuity of the states and co-states, there is an inter-
val leading up to T, over which we have ϕP (t) > 0 and ϕZ (t) > 0.
Let (t∗, T ) be the maximal length interval with this property. For
t ∈ (t∗, T ), equation (29) leads to

uZ (t) + uP (t) = 1. (32)

Now, for t ∈ (t∗, T ), (30c) becomes:

ϕ̇P (t) − ϕ̇Z (t) = − (ϕP − ϕZ )β(Z)[G + γ(Z + S)]

+ ϕP S
[
γβ(Z) + β ′(Z)[G + γZ ]

]
(33)

The rest of the analysis depends on the β(Z) function—we present
the arguments for β(Z)’s that are sigmoid. We use different analytical
arguments to prove the result depending on whether eα (Z (T )−Z t h ) (1 −
α
γ
G − αZ(T )) + 1 is less than, equal to, or greater than zero. For the

affine case, the analysis needs to be broken down into different cases
according to the value of Z(T ) in relation to the constant 1

2 [ βm a x
a

−
G
γ

] but follows the same structure (see [28]). For the simple case of
constant β(Z), no such conditional arguments are needed and the proof
is straightforward.

Assume βZ = β 0
1+ eα (Z −Z t h ) , with 0 < Zth < 1 being a fixed thresh-

old and α > 0 denoting the sharpness of the cut-off. This simulates a
threshold-like detection of zombies by a network administrator. In this
case, (30c) becomes:

ϕ̇P − ϕ̇Z = −(ϕP − ϕZ )β(Z)[G(uZ + uP ) + γ(Z + S)]

+
β0γϕP S

[
eα (Z −Z t h ) (1 − α

γ
G(uz + uP ) − αZ) + 1

]
(1 + eα (Z −Z t h ) )2 (34)

Define: Ψ(Z, uZ +uP ) :=eα (Z −Z t h )(1− α
γ
G(uz + uP )−αZ)+1.

Then (34) becomes:

ϕ̇P − ϕ̇Z = −(ϕP − ϕZ )β(Z)[G(uZ + uP ) + γ(Z + S)]

+
β0γϕP S

(1 + eα (Z −Z t h ) )2 Ψ(Z, uZ + uP ) (35)

Now, for possible intervals where uZ + uP is a constant c ∈ [0, 1],
Ψ(Z, c) is a function of one variable (Z). We can see that at points of
continuity of the controls and in intervals where it is defined, Ψ(Z, c)
is also continuous and differentiable. Furthermore, we can see that at
points of continuity of the controls in these intervals, we have:

dΨ(Z, c)
dZ

= −α2eα (Z −Z t h )
(

G

γ
c + Z

)
< 0 (36)

Now we break down the situations that can arise based on the value of
Ψ(Z(T ), 1):
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2) Ψ(Z(T ), 1) > 0: From Ż ≥ 0 ((5) and Theorem 1) and the
continuity of the states, we have Z(t) ≤ Z(T ) for all t. Now
for t ∈ (t∗, T ), as the sum of the controls is constant and equal
to one due to (32), we will have Ψ(Z(t), 1) ≥ Ψ(Z(T ), 1) > 0
due to (36). Thus from (35) and for all t ∈ (t∗, T ) at which the
controls are continuous: ϕ̇P (t) − ϕ̇Z (t) > −(ϕP − ϕZ )β(Z)[G +
γ(Z + S)] ≥ −(ϕP − ϕZ )M14 , for some M14 > 0 which is an
upper-bound to the continuous β(Z)[G + γ(Z + S)]. Therefore,
for t ∈ (t∗, T ), ϕP (t) − ϕZ (t) < [ϕP (T ) − ϕZ (T )]e−M 1 4 (t−T ) =
0, and thus ϕP (t) < ϕZ (t) for t ∈ (t∗, T ).

Due to the continuity of the states and co-states and from the def-
inition of t∗, there exists an interval (t′, T ), with t′ ≤ t∗ such that
ϕZ (t) > ϕP (t) and ϕZ (t) > 0. These conditions, coupled with (14c)
lead to uP (t) = 0 and uZ (t) = 1 for all t ∈ (t′, T ), with the corollary
that uP (t) + uZ (t) = 1.

We now prove t′ = 0. If this does not hold, either ϕZ (t′) = 0 or
ϕZ (t′) = ϕP (t′) > 0 for t′ > 0 due to continuity of the states and
co-states.

For t ∈ (t′, T ), as uP (t) = 0, (30b) becomes: ϕ̇Z (t) =
−β(Z)GSf ′(Z + P ) − ϕZ β(Z)γS < 0, as each term in the right
hand side is strictly positive in the interval. Now, if we have ϕZ (t′) = 0,
from this time-derivative and continuity of the states and co-states we
must have ϕZ (t′) > ϕZ (T ) = 0. Thus, ϕZ (t′) = 0 is ruled out.

On the other hand, if ϕZ (t′) = ϕP (t′) > 0, then from (35)
and the continuity of the states and co-states:

(
ϕ̇P − ϕ̇Z

)
(t′+ ) =

β 0 γ ϕ P (t ′)S (t ′)
(1+ eα (Z ( t ′)−Z t h ) )2

Ψ(Z(t′), 1) > 0, leading to the existence of an in-

terval (t′, t′′) over which ϕP (t) > ϕZ (t), a contradiction with the
definition of t′.

Thus, t′ = 0 and uZ (t) = 1 and uP (t) = 0 for all t, which agrees
with the statement of Theorem 2.

3) Ψ(Z(T ), 1) = 0 and Z(T ) > 0: We have Ż(T −) > 0 (from
(5), Theorem 1, and continuity) which leads to Z(t) < Z(T ) for an
interval leading up to t. As Ż ≥ 0, we can extend Z(t) < Z(T ) to
all t. Now for t ∈ (t∗, T ), from (32), we will have Ψ(Z(t), 1) >
Ψ(Z(T ), 1) = 0 due to (36). We now prove t′ = 0 and uZ (t) = 1
and uP (t) = 0 for all t.

From (32), (35), for all t ∈ (t∗, T ) (over which ϕP (t) > 0):
ϕ̇P (t) − ϕ̇Z (t) > −(ϕP − ϕZ )β(Z)[G + γ(Z + S)] ≥ −(ϕP −
ϕZ )M12 for some M12 > 0 which is an upper-bound to the continuous
β(Z)[G + γ(Z + S)] over this interval. Therefore, for t ∈ (t∗, T ),
ϕP (t) − ϕZ (t) < [ϕP (T ) − ϕZ (T )]e−M 1 2 (t−T ) = 0, and thus
ϕP (t) < ϕZ (t) for t ∈ (t∗, T ).

Due to the continuity of the states and co-states and because for
t ∈ (t∗, T ), ϕZ (t) > 0, there exists an interval (t′, T ), with t′ ≤ t∗ such
that both ϕZ (t) > ϕP (t) and ϕZ (t) > 0. These conditions, coupled
with (14c) lead to uP (t) = 0 and uZ (t) = 1 for all t ∈ (t′, T ).

We now prove t′ = 0. If this does not hold, either (i) ϕZ (t′) = 0
or (ii) ϕZ (t′) = ϕP (t′) for some t′ > 0 due to continuity of the states
and co-states.

For t ∈ (t′, T ) (30b) becomes: ϕ̇Z (t) = −β(Z)GSf ′(Z + P ) −
ϕZ β(Z)γS < 0, which leads to ϕZ (t′) > ϕZ (T ) = 0.

So for t′ > 0 we must have ϕZ (t′) = ϕP (t′). From (35) and
the continuity of the states and co-states:

(
ϕ̇P − ϕ̇Z

)
(t′+ ) =

β 0 γ ϕ P (t ′)S (t ′)
(1+ eα (Z ( t ′)−Z t h ) )2

Ψ(Z(t′), 1) = β 0 γ ϕ Z (t ′)S (t ′)
(1+ eα (Z ( t ′)−Z t h ) )2

Ψ(Z(t′), 1) > 0,

leading to the existence of an interval (t′, t′′) over which
ϕP (t) > ϕZ (t), a contradiction with the definition of t′.

Thus, t′ = 0 and uZ (t) = 1 and uP (t) = 0 for all t, which agrees
with the statement of Theorem 2. �

4) Ψ(Z(T ), 1) = 0 and Z(T ) = 0: We must have Ż(t) = 0
for all t as Ż ≥ 0 and as states are continuous. The only way for

Ż(t) = 0 for all t is for us to have Z0 = 0 and uZ (t) = 0 for all
t < T (due to Theorem 1). This leads to (30a) becoming ϕ̇P (t) =
−β(0)GS(t)f ′(P (t)) < 0 for all t < T , and thus ϕP (t) > 0. This
fact, combined with uZ (t) = 0 for all t and (14b) leads to uP (t) = 1
for all t.

5) Ψ(Z(T ), 1) < 0: Due to the continuity of the states,
Ψ(Z(t), 1) < 0 for t ∈ (t1 , T ) for some t1 . Thus, (35) leads
to ϕ̇P (t) − ϕ̇Z (t) < −(ϕP − ϕZ )β(Z)[G + γ(Z + S)] ≤ −(ϕP −
ϕZ )M12 , for t ∈ (t2 , T ), where t2 = max{t∗, t1} and with M12 de-
fined as before (an upper-bound to the continuous β(Z)[G + γ(Z +
S)] over this interval). Therefore, in this interval, ϕP (t) − ϕZ (t) >
[ϕP (T ) − ϕZ (T )]e−M 1 2 (t−T ) = 0, and thus ϕP (t) > ϕZ (t) and
ϕP (t) > 0 for t ∈ (t2 , T ).

Now, due to the continuity of the states and co-states, define (t3 , T )
to be the maximal length interval over which ϕP (t) > ϕZ (t) and
ϕP (t) > 0. Note that for t ∈ (t3 , T ) we have (due to (14b)) uZ (t) = 0
and uP (t) = 1.

Due to continuity of the states and co-states, either t3 = 0, in which
case uZ (t) = 0 and uP (t) = 1 for all t, or we have a t3 > 0 such that
(i) ϕP (t3 ) = 0 or (ii) ϕP (t3 ) = ϕZ (t3 ) > 0.

From (30a), Theorem 1, and from the definition of t3 , for t ∈ (t3 , T )
we have: ϕ̇P = −β(Z)GSf ′(Z + P ) −(ϕP − ϕZ )β(Z)γZ −
αβ 0 γ eα (Z −Z t h )

(1+ eα (Z −Z t h ) )2 SϕP Z < − αβ 0 γ eα (Z −Z t h ) S Z

(1+ eα (Z −Z t h ) )2 ϕP ≤ −M15ϕP ,

for some M15 > 0 that is an upper-bound to the continuous
αβ 0 γ eα (Z −Z t h ) S Z

(1+ eα (Z −Z t h ) )2 . Thus, ϕP (t3 ) > ϕP (T )e−M 1 5 (t3 −T ) = 0.

So for t3 > 0 we must have ϕP (t3 ) = ϕZ (t3 ) > 0. From the conti-
nuity of the states and co-states, there must exist an interval leading up
to t3 such that ϕZ (t) > 0 and ϕP (t) > 0. Let (t4 , t3 ) be the maximal-
length interval with such a property. Notice that (29) also applies,
leading to uP (t) + uZ (t) = 1 for t ∈ (t4 , t3 ).

Furthermore, also from continuity, (35) becomes:

ϕ̇P (t+
3 ) − ϕ̇Z (t+

3 ) =
β0γϕP (t3 )S(t3 )

(1 + eα (Z (t3 )−Z t h ) )2 Ψ(Z(t3 ), 1) (37)

But if ϕ̇P (t+
3 ) − ϕ̇Z (t+

3 ) < 0, then due to continuity and the defi-
nition of the derivative, we must have an interval starting from t3

where ϕZ (t) > ϕP (t), which contradicts the definition of t3 . So we
must have ϕ̇P (t+

3 ) − ϕ̇Z (t+
3 ) ≥ 0. From (33) this is equivalent to

Ψ(Z(t3 ), 1) ≥ 0. Following the same arguments presented in §A.A.2,
§A.A.3, and §A.A.4 for the case of Ψ(Z(T ), 1) ≥ 0 and retracing
them for Ψ(Z(t3 ), 1) ≥ 0 (with t3 replacing T ) shows Theorem 2’s
structure holds.

Thus, Theorem 2 holds for all possible trajectories.
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